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THAT'S
100
EXPENSIVE

t's the Government’s Fault

“You can ahvays

More

than you think you can.
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The Basic Intelligence Cycle

Intel sources for private
companies and organisations

l”TEL 2.08SINT & SOCMINT = ~25%

SUUBEE 1. Structural

2. Puntual
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The Internet?

DEEP WEB
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* Disable scripts
* Don’t maximize
* Cover webcam

Welkom bij Tor Browser
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* Hidden Wiki: D
* Grams:

Hidden answers
Strategic Intelligence Network
Jihadwiki

* TorFind:

* TorSearch:
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Value of data found on Dark Web

ha ng teools and services

d intellectual property

S
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OSINT?

Open
Sources
Intelligence

~15%
Ethically
questionab
le - Kali
“Sniffing”
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Countering the threat of ISIS

PAI

means

Publicly Available Information
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“Ethical” Hacking ..  uyackiNG RESOURCES

KALI ROLLING
https://www.kali.org/

youtube.com/watch?v=7nF2BATWUEG

Quid hacked/leaked information
online?
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Financials?

W' @ 1 DONT PAY
\® 1

FINFISHER

ITRUSION

Attention
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OSINT & SOCMINT

Defensive OSINT

Defensive

1

& SOCMINT

1.3
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TOOLS AND SERVICES

Figure 1. The Fake News Triangle

Search Strategy
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SOCMINT
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Social Media

Vetting

& Décharge

Result: Eall
search
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WORLD MAP OF SOCIAL NETWORKS

January 2017
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Constant change
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Evaluation

(11 Tube;
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Source and Content Evaluation

Reliability, credibility and relevance!

i
ACHAVENGEICLEPTED

ictures
Chjective
Time consuming!

Opinions
Date - Timings

OSINT Ratings

Table 2-1. Open-sourc

t of authenticity, trustworthiness, of competency. nas a history of

complete reliability.
Uswaily Miner doubt about authenticity, trustworthiness, or competency, has a history of
rellabie valid information most of the time

bt of authenticity, trustworthiness, of competency. but hes provided vaid
ey et | DB e e o G -
Not usuaily | Significant doubt about suthanticity, IrustworINgss. or compstency, but has
rellable provided valid information in the past
Lacking y. trus and co " history of invalid

Unreliable

Cannot be
judged

No basls axists for evaluating the relability of the source.

Open Source Information
Reliability and Credibility Ratings
(Source: US Army ATP 2-22.9)

Table 2.2, Open-source conten| credibility ratings

Confirmed by other independant sources: logical in itself, consistent with other
information on the subject
Mot confirmed: Iogical in itself: consistent with other information on the subject
, reasonably logical in itself. agrees with some other information

on tha subject
Not confirmed; possible but not Ingical. no other information on the subject
Not confirmed. not logical in itseif. contradicted by other information on the
subject

n | not logical in tse'f, contradicted by other information on
tha subjact. confirmed by other independent sources
Deliberately false. contradicted by other information on the subiect, confirmed
by other independent sources.

No basis exsts for evaluating the validity of the information.
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* The final

* product that an
analyst creates
needs to be
tailored 'to  the
requirements of
the audience
Remember that
the ‘report’ is
for a specific
customer who
reqguested it

* Intelligence
products must
answer the
guesticn at hand

* Be aware of how
theinEellrgence
report may be
used to support
or challenge
policy positions

Disseminating Intelligence

*» Intelligence, if
it is not
communicated, is
useless.
Intelligence
products should
provide
objective
assessments, and
balanced
judgments based
on the available
facts
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SIGINT

Optimizing available systems

Get more preventative SI's out of

SIGINT
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GOVINT network

Build your trusted network

- take principle

EU
Neighboring countries

cretienl
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Conclusion

Intelligence-Led Security

fULUY
SECURITY.

There are kRnown knowns. These are things we
know that we know. There are known unknowns.
That is to say, there are things that we know we

don't know. But there are also unknown
unknowns. There are things we don't know we
don't know.

(Donald Rumsfeld)
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Contact

Information
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